miai=19 n? Simulating a Disaster

This document explains how to simulate a disaster recovery by powering down your current Nasuni Filer instance. Be-
fore you power down Nasuni Filer, make sure you know the names of your volumes and the data data stored in them.
After the disaster recovery is complete, you need to check that your new

Nasuni Filer instance has the correct volumes and associated data.

You can delete your current Nasuni Filer instance once you have verified that the new instance includes your volumes
and data. Nasuni does not currenty support running multiple Filers against a single account.

notifications

1. Login to Nasuni Filer

2. Click Configuration Security/Encryption Settings Network Configuration
. Filer Description

Below is a list of the OpenPGP encryplion keys that are stored on Nasuni Filer. These keys are used to secure all data before itis i C ot it

: : : : ; sentto the cloud
3. Click Security/Encryption in the right ! Email Settings
pane You cannot delete keys that are in use. You cannot modify keys stored on the system. Keys that you upload, cannot be SacurityEncryption
dovinloaded from the system. You ean only download keys that have been Internally generated by the Nasuni Filer. Ciutl Crodentisls
4 . C | | C k Down Io ad G en erated Keys action key name fingerprint id size type used by volume(s) Quality of Service
inuse filesvolume .. 784E59FDBA70EBFEC5930469AAT178E03B84CFCF 3BBACFCF 2048 RSA files ]
. inuse Manufacturing  528735272869599B2F1D7874F2C1FBBT3BA6EESD 3BGEEESD 2048 RSA Manufacturing putometic Undates
5. Click OK when prompted Change Password
g Account Reset
Note: It is strongly recommended you download Anoadhzy conlcad azrerated bevs

your keys immediately after installation and keep the
keys in a secure location.

Nasuni Account Status Updstes
Natwoek Status
& Refresh account license Account Status
Flo Hourstcs
Account Name: user@mycompany.com Maximum Volumes: 8
Account Type: Standard Maximum Cloud Providers: 10
. Account Expires: May 4, 2011 Maximum Bandwidthc Unlmited
6. Click Status Account Expires in: 14 days, 3 hours Maximum Capacity: Urimted
7. Click Account Status
Subseription Type: Standard Account Type: Aprl 20, 2010
8. Shutdown the Filer and Power off the Billing Status: Currert Renew Date: Apri 20, 2010
Virtual Machine Start Date: Apnl 20,2010 Last Payment: Decamber 21, 2012
Note the email address in the Account Name field
under Account Information. This is the Nasuni.com T~ Cradentisl Vendor PR N Bandiah R
account to which your current Filer is associated. AmezonS3 Nasuni, User Uniimited Uniiited Uniined
Castor User Unimted Uniimitedd Unirmted
CloudOne Storage Nasuni, User Unémted Unbmited Unfiméted
Dedl DX User Unimted Unbmdted Uniiméted
EMC Atmos User Unimted Unierdtesd Uriemfied
Nevanix SON User Unimited Uniritesd Uniemgedt
OpenStack User Unimted Unbrdtedd Uniméied
Rackspace Cloud Fles Nasuni, User Unimited Unibritedd Unientedt
Windows Azure Platform Nasuni, User Unimted Unimitedd Urimted

2011 © Nasuni Corporation. All Rights Reserved. 1



I"IOSUF‘I?

Settings in I 1. Select either DHCP (Automatic Settings) or Manual

® DHCP (Automatic Settings)! Network Settings. (Select Manual Network Seft/qg; to
O Manual Network Settings use z‘hg same IP aq’o’ress and hostname as the original
IP Address Filer prior to the “disaster.”)

Network Mask

2. Select a time zone for your region. (The time zone is

Default Gateway - , , ,
used for notifications and file sharing purposes.)

Primary DNS

Secondary DNS I
Hostname filer-y33ezx5¢c
[ Configure a proxy server

3. Click Apply.

Note: Optionally, you can enable the Configure a proxy server checkbox to
) ) _. configure a proxy server if needed. If you check this option, the Proxy page
Select Time Zone:
appears where you can enter a proxy server, proxy port, username, and

password. All HTTP traffic will then go through the specified proxy server.

nasuni
Configuration Complete Q'ﬁ | e r

Your Filer now has an IP address on your network.

Please open http://10.1.1.97 in your web browser .
to initiate the setup wizard. In a few moments, a message appears telling you that setup

is complete and specifies the IP address to use. Configura-

tion is now complete

y You are about to override how Firefox identifies this site.
A Legitimate banks, stores, and other public sites will not ask you to do this.
Server
Location:  https://DemonstrationFiler/login/
Adding a Security Exception s

1. Launch your web browser and go to the specified URL.

2. The steps for adding a security certificate differ depending on the web
browser you are using. For example, if you are using Mozilla Firefox: At
the “This Connection is Untrusted Page,” click | Understand the Risks.

3. Click Add Exception...

[/] Permanently store this exception
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Step One of Four

Sfiichs

WWelcome to the Masuni Filer wizard, which will guide you through the quick, four-step setup of your Filer. If
you need help at any point, click on a nearky question mark icon.

Enter your nasuni.com credentials

Usemame [ @

Pasgword [ @

Click hete If you are a new Wser or have [ost your account password.

Step One of Four

Sfiichs

Previous Filer configuration detected!

We have detectec a previous Filer attached to this account. Ta recover this configuration, you will need to have
all your encryption keyz on hand, unlezs you have ezcrowed your keys with Nazuni, in which caze we will

provids themfor you.

Did you eacrow any of your encryption keys with Nasuni?

Selectons Mo B

Sfiichs

Upload Encryption Keys

Step One of Four

As partof recovery, we are going to prompt you for each of the keys required to bring the systemonline. The
tablzs below lists each CpenP GF key needed. You will not be able to complets recovery unlsss we have all the

required encryphion keys.

Youecan upload key files containing single or multiple keys - please note that pazsphrazes are only supported

when uploading a single key at a tims.

Key ID Key Name Acquired
TTEE1152 not uploaded No
COpenPGF Keyfilz Browse_
Key Passphrase
000000

Upload Keyp»

3.
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Enter the email address and the password for the Nasuni.
com account associated with the Filer that you are recover-

ing.
Click Continue to proceed.

You are prompted to recover your configuration.

Note : If you have forgotten or lost your account password, click on the hyperlink
“click here” to go to www.nasuni.com where you can reset your password.

4.

ot

Confirm that you are recovering a previous Filer.

Browse to your encryption keys and click Upload Key.
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Filer Becovery Complete!

We have restored yvour previous configuration including metrics, share and configuration data. However, some

configuration information such as netwaork, prowy and Active Directory 2ettings may have to be reconfigured.

The syste m will now reboot for the changes to take effect - vour Filer will become available momentarily.

Cnee rebooted, you will automatically be redirected to the Filer's login page. Alternatively, you can click here to

proceesd to the login page when the filer iz done rebooting.

Note: If the previous Filer was in Active Directory mode, you need to re-join Active Directory to maintain ACL support. Refer to “Joining Nasuni Filer to
an Active Directory Domain” in the Nasuni “How To” series for more information.

By following the steps in this document, you now understand the ease of restoring Nasuni Filer in a disaster recovery

scenario. If you have other questions about the Nasuni Filer, or how it can benefit your organization, please visit www.
nasuni.com or contact the Product Evaluation Team at (800) 208-3418.
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